The Internet has witnessed an explosive increase in the popularity of Peer-to-Peer (P2P) file-sharing applications during the past few years. As these applications become more popular, it becomes increasingly important to characterize their behavior in order to improve their performance and quantify their impact on the network.
INTRODUCTION
During the past few years, the Internet has witnessed an explosive increase in the popularity of Peer-to-Peer (P2P) file sharing applications. Today's popular P2P file-sharing applications such as eDonkey, FastTrack, and Gnutella have more than one million users each at any point of time [1] , and significantly contribute to network traffic [2] . These applications are primarily used for exchanging multimedia files where each participating peer offers a subset of its files to the system and participating peers collectively form an overlay used to search for files among those available throughout the system. As file sharing applications become more popular, characterizing their behavior becomes increasingly important because it reveals performance limitations of these applications in practice as well as their impact on the network. To fully characterize the behavior of file-sharing applications, three equally important and related aspects of these applications should be examined through measurement: (i) Overlay topology [3, 4] , (ii) Query workload [5] , and (iii) Available files [6] . In particular, characterizing available files among participating peers is valuable for several reasons. First, it reveals the properties, distribution and heterogeneity of the contributed resources (i.e., storage space and available files) by individual users in the system. Second, it allows us to identify any potential design anomaly that might be exposed in a practical setting or any opportunity that can be used to improve performance of these systems. Third, collected traces and derived characteristics of available files through measurement can be also used to conduct more realistic simulations or analytical modeling on available files in P2P systems.
During the past few years, a handful of previous studies have characterized the distribution of shared files in various P2P file sharing applications [6] [7] [8] [9] . While these studies shed an insightful light on the characteristics of files in filesharing applications, they have several limitations. First, almost all the previous studies have focused on a small population of peers in file-sharing applications (i.e., less than 20k peers). However, to our knowledge, none of these studies have verified whether the derived characteristics of files from the subset of captured peers indeed represent the behavior of the entire population. Second, many of the previous studies (except [6, 7] ) are more than three years old and thus rather outdated. During the past few years, P2P file-sharing applications have significantly grown in size and have incorporated new features. In particular, the top three popular file sharing applications have adopted a two-tier architecture along with new search mechanism (e.g., dynamics querying in Gnutella) to improve their scalability. However, the potential effect of these new features on the characteristics of files has not been studied. Third, previous studies have not examined the dynamics of file characteristics over time nor any possible correlation between the overlay topology and file distribution.
In this paper, we empirically characterize available files across all the reachable peers in the modern Gnutella network. We present a new measurement methodology to capture an accurate "snapshot" of the system at a particular point of time. A snapshot contains participating peers in the system, available files at each peer and the pair-wise connectivity among peers (i.e., the overlay topology). We have developed a fast P2P crawler called Cruiser [10] . Using Cruiser, we have captured around 40 snapshots of the files available in Gnutella with more than 100 million distinct files in each snapshot. Using these snapshots, we conduct the following analysis on shared files in Gnutella: 1) Static Analysis: We examine properties of contributed resources (i.e., files, and storage space) by participating peers in individual snapshots of the system. 2) Topological Analysis: We investigate any potential correlation between the pattern of file distribution among peers and the overlay topology. 3) Dynamic Analysis: We study variations in the popularity of individual files among peers over different timescales.
Our main findings can be summarized as follows: (i) Free riding has significantly decreased among Gnutella users during the past few years and is significantly lower than other P2P file-sharing applications such as eDonkey.
(ii) The number of shared files and contributed storage space by individual peers both follow a power-law distribution. Compared to earlier studies, each Gnutella user contributes significantly more disk space but shares approximately the same number of files. (iii) The popularity of individual files follows a Zipf distribution. This implies that a small number of files are extremely popular but a majority of files are very unpopular. (iv) The most popular file type is the MP3 file, which accounts for two-thirds of all files and one-third of all bytes. Both the popularity and occupied space by video files has tripled over the past few years. Furthermore, the number of video files are less than one-tenth of audio files but they occupy 25% more bytes. 93% of bytes in the system are occupied by multimedia files. (v) Files are randomly distributed throughout the overlay and there is no strong correlation between the available files at peers that are one, two or three hops apart in the overlay topology. (vi) Shared files by individual peers slowly change over the timescale of days. However, over the entire system, more popular files experience larger variations in their popularity.
Why Characterize Gnutella? We conducted our empirical study on Gnutella based on a number of considerations. First, Gnutella is one of the top three most popular P2P file-sharing networks on the Internet [1]. During the past year the population of concurrent Gnutella users has tripled and is currently around 2 million. Therefore, while Gnutella is not the most popular, it is definitely a large scale and representative file-sharing applications with an active user population. Second, Gnutella has a protocol hook that allows a list of shared files to be easily extracted from a peer. This eliminates the need for reverse-engineering the protocol which might introduce significant error. Finally, Gnutella is one of the most studied P2P systems in the literature. This enables us to compare and contrast the behavior of modern Gnutella with earlier empirical studies on Gnutella and gain insights on changes in the system. The rest of this paper is organized as follows: Section 3 describes the challenges in capturing accurate snapshots and describes our measurement methodology and tools. Section 4, 5 and 6 present static analysis, topological analysis, and dynamics analysis of files in the Gnutella network, respectively. Section 7 provides an overview of previous studies. Finally, Section 8 concludes the paper and sketches our future plans.
OVERVIEW OF MODERN GNUTELLA
Gnutella is widely regarded as the first fully decentralized peer-to-peer file-sharing system. However, it has evolved considerably since its initial release in early 2000, and grown dramatically in size (especially over the last year [3] ). Today, Gnutella is one of the largest P2P networks in operation [1] . Similar to many unstructured P2P networks, each Gnutella peer joins the network by establishing TCP connections to several existing peers in the system. In the original Gnutella protocol, participating peers form an unstructured overlay topology that is used by each peer to perform flood-based searches among other peers. To improve the scalability of the original protocol, most modern Gnutella clients adopt a two-tier overlay structure along with a dynamic query distribution mechanism.
Two aspects of Gnutella are pertinent to our study. First, because one of our goals is to examine correlations between the distribution of shared files and location in the overlay topology, a general understanding of Gnutella's structure is required. Second, we use Gnutella's Browse-Host extension [11] to acquire the list of files shared by each peer. In the following two subsections, we further elaborate on these two issues. Two-Tier Topology: As shown in Figure 1 , modern Gnutella clients implement a two-tiered overlay structure by dividing peers into two groups: ultrapeers (or super-peers) and leaf peers. Each ultrapeer neighbors with several other ultrapeers to form the top-level overlay. The majority of the peers are leaves that are connected to the overlay through a few (2 to 3) ultrapeers. High-bandwidth, unfirewalled leaf peers become ultrapeers on demand in order to maintain a proper ultrapeerto-leaf ratio. Those few peers that do not implement the ultrapeer feature can only reside in the top-level overlay and do not accept any leaves. We refer to these peers as legacy peers. When a leaf connects to an ultrapeer, it uploads a set of hashes for its filename keywords to that ultrapeer. This allows the ultrapeer to only forward messages to the leaves that The Browse-Host Extension: One important reason that we choose modern Gnutella for file characterization is because Gnutella has a suite of open and moderately well-documented protocols [12] . The Browse-Host extension [11] is an extension of Gnutella protocol that enables one peer to view the list of files shared (called a sharing list) by another peer. This feature allows users with similar interests to learn about new material which may appeal to them. Browse-Host is supported by the two major Gnutella implementations, BearShare and LimeWire, among others. These two implementations combined compose roughly 95% of Gnutella ultrapeers [3] , giving us a reasonable expectation to use Browse-Host for capturing the files shared by most peers in Gnutella.
MEASUREMENT METHODOLOGY
Our goal is to capture a snapshot of the Gnutella network at a given point of time which contains (i) all participating peers and the pair-wise connectivity among them (i.e., an overlay snapshot), and (ii) available files at each participating peer in the overlay (i.e., a file snapshot). In essence, we need to capture snapshots of the overlay topology and annotate each peer with its available files. A common approach to capture a snapshot is to use a P2P crawler. Given a set of initial peers, a crawler contacts individual peers to capture their available files and collect information about their neighboring peers in the session. Thus, the crawler progressively learns about more peers in the session and contacts them until no other new peers are available. However, because of the large size and dynamic nature of participating peers (or churn) coupled with the slow speed of crawlers in practice, captured snapshots by a crawler are inherently distorted [13] . More specifically, as the crawler explores the overlay, many peers join or leave the system which results in changes in the overlay topology and possibly changes in the set of available files throughout the system. Therefore, the captured snapshot contains a group of peers that have departed or arrived during a crawl. This problem is further aggravated in large overlays since a sufficiently large number of new peers may significantly increase the duration of a crawl and thus inflate the population of peers in a snapshot * .
Previous studies implicitly addressed this problem by adopting one of the following sampling schemes to capture a partial snapshot of a P2P system: (i) Partial Snapshot Through a Short Crawl: Some studies [9] periodically capture a small subset of participating peers (i.e., a partial snapshot) through a short crawl and assume that the captured peers properly represent the entire population. (ii) Periodic Probe of a Fixed Group: Other studies identify a subset of some participating peers (using a partial crawl or passive monitoring) and periodically probe the same group of peers to collect information about their available files [8] . In the absence of any solid understanding of file characteristics in P2P systems it is not clear whether these sampling strategies capture a representative population of peers.
We developed the following measurement methodology to capture a representative snapshot of the Gnutella network. Our goal is to capture the entire population of participating peers in the Gnutella network (i.e., a complete snapshot) within a short period to minimize any potential bias in our characterization. Note that the time required to obtain the list of available files at individual peers is significantly longer than for obtaining neighbor information. For example, the time to obtain a list of neighbor peers from a peer may take less than a second whereas the list of available files may take a few minutes to download. In a nutshell, a topology crawl is significantly faster than a content crawl. Therefore, we decouple topology and content crawls to improve the accuracy of captured snapshots and conduct our snapshots in three steps as follows: First, we conduct a topology crawl to quickly capture all participating peers and their pair-wise connectivity, i.e., * In the extreme case, the crawler may never terminate since there are always new peers to contact. capturing the overlay topology. Second, we conduct a content crawl and collect the list of files available at each one of the peers identified during the topology crawl. Third, once the content crawl is completed, we conduct another topology crawl in order to identify those long-lived peers in the initial snapshots that remained in the system during the entire content crawl. This approach creates a snapshot of the overlay topology where each node is annotated with its available file and a label that determines whether it is long-or short-lived. Since some of the captured peers in the first topology crawl depart the system during the content crawl, the collected content in our measurement is slightly biased towards peers with longer uptime.
Cruiser, A Parallel Crawler: To capture accurate snapshots of P2P systems, we have developed a parallel P2P crawler, called Cruiser [10] , that can crawl an overlay orders of magnitude faster than any previous crawler. Cruiser achieves this goal by significantly increasing the degree of concurrency in the crawling process. Toward this end, Cruiser adopts a master-slave architecture where each slave crawls hundreds of peers simultaneously and the master coordinates among multiple slaves. This architecture allows us to run Cruiser on multiple co-located or distributed boxes to further increase the crawling speed. Using six off-the-shelf 1 GHz GNU/Linux boxes in our lab, Cruiser can perform a topology crawl for more than two million Gnutella peers in less than 15 minutes, and perform a content crawl within 5.5 hours, i.e., capturing the annotated snapshot takes 6 hours, (15min + 5.5hr + 15min). During the content crawl, Cruiser collects the file name and content hash (SHA1) for each shared file on every reachable peer and generates a 10GB log file. † . These snapshots enable us to examine characteristics of available files in the system over both short and long timescales (i.e., several days and several months). Table 1 summarizes the statistics for several sample snapshots. As shown in this table, we divide captured peers into two groups: Ultrapeers and Leaf peers. Legacy peers constitute a negligible portion (less than 0.3%) of captured peers in each snapshots and thus they are omitted. A subset of peers in each group might be unreachable by our crawlers for one of the following reasons: (i) firewall or NAT blocking incoming traffic, (ii) severe network congestion or overloaded processor at the peer, (iii) the peer departed, or (iv) or the peer does not support the Browse Host protocol. Since ultrapeers are not allowed to be firewalled, any reported connection error for ultrapeers indicates that the contacted peer has departed. However, connection errors for leaf peers might occur due to peer departure or a firewall ‡ . In our earlier study of Gnutella [3] , we showed that about half of all leaf peers leave the overlay within a 5 hour period. Independent online statistics [14] report that around 70% of leaves in the Gnutella network are firewalled. These evidences support the accuracy of the high ratio of connection errors that we experienced for leaf peers (in the column labeled as "TCP Refused"). In summary, while our captured snapshots are rather complete, we can directly contact only 20% of all peers in one snapshot (around half a million peers) to obtain their list of available files primarily due to two reasons: (i) the ratio of departed peers during the long content crawl, and (ii) the large number of leaf peers behind firewalls.
We briefly discuss several interesting problems that we experienced during our data collection and data processing. ‡ We are not aware of any reliable technique to distinguish between these two scenarios.
seconds, we noticed that some crawls do not complete after the crawling queue becomes empty. Further examinations revealed that around 80 peers in each crawl send their data at an extremely low rate (around 20 bytes per second) which prevents Cruiser from closing their connections. We instructed Cruiser to terminate a crawl a few minutes after its crawling queue becomes empty. Given the negligible number of these misbehaved peers, this should not have any affect on our analysis. File Identity: We use the content hash of a file returned by the target peer to uniquely identify individual files. In our initial measurements, we observed many files with the same name but different content hashes (e.g., setup.exe, login.bmp). This illustrates that the trimmed (or even complete) file name that was used by previous studies (e.g., [8] ), is not a reliable file identifier. We discovered around 3,500 files without content hash value in each snapshot and eliminated them from our analysis. Post-processing: To compute the popularity of individual files in the system, we needed to keep track of more than 100 million distinct files in the system which resulted in memory bottlenecks in our analysis. We leveraged the skewed distribution of popularity to address this problem as follows: We divide captured peers in a snapshot into seven segments where each segment contains a random portion of the peers. Then, we calculated the popularity of files within each segment, trimmed all files that had less than 10 copies in a segment, and combined all the trimmed segments into a single snapshot. This approximation eliminated several million distinct files and prevented memory bottlenecks during our postprocessing. While this prevented us from performing analysis on the least popular files (with less than 70 copies in the entire network), it should not affect conducted analysis on more popular files.
STATIC ANALYSIS
In this section, we examine characteristics of available files across all peers in individual snapshots regardless of their location in the overlay topology. In particular, we examine the following characteristics: (i) the ratio of free riders, (ii) the degree of resource sharing among cooperative peers, (iii) the distribution of file popularity, and (iv) the distribution of file types. We compare our findings with previous studies to identify any potential changes in these characteristics of the Gnutella network over the past few years. To allow cross-comparison of different results in this section, we mostly focus the three candidate snapshots listed in Table 1 . However, we have examined several other snapshots and observed similar behavior. Therefore, the presented results provide representative behavior across our snapshots.
Ratio of Free Riders:
The success of P2P file sharing systems depends on the willingness of participating peers to share their files. However, previous studies have frequently reported that participating peers do not have an incentive to contribute their resources (e.g., disk space and network bandwidth) to the system and thus only use resources offered by others, i.e., become "free riders". In particular, Adar et al. [15] reported that 66% of Gnutella peers were free riders in 2000, while a study by Saroiu et al. [9] found 25% were free riders, with 75% of peers sharing less than 100 files in 2002. A recent study also reported 68% were free riders in eDonkey [6] . Table 2 presents the degree of free riding among Gnutella peers in the three candidate snapshots. We separated ultrapeers (first row) and leaf peers (second row) to examine any potential difference in free riding between them. We further divide ultrapeers (row 3 and 4) and leaf peers (row 5 and 6) into short-lived and long-lived based on their presence in the second topology crawl as we discuss in Section 3. For each one of the above groups, the corresponding row in Table  2 presents (i) the number of cooperative peers that provided their sharing list (labeled as "Peers"), (ii) the ratio of free riders (labeled as "None"), and (iii) the average number of shared files by each peer for each candidate snapshot (labeled as "Files"). Table 2 shows several interesting points as follows: First, the ratio of free riders in Gnutella has significantly dropped from 25% in 2002 to around 13% among all participating peers (i.e., last row), and it is drastically lower than the 68% recently reported in eDonkey [6] . We speculate that several factors have contributed in the observed drop in the ratio of free riders including the increase in access link bandwidth for average Internet users and marketing efforts by the Gnutella vendors encouraging their users to share. Second, Table 2 reveals that the ratio of free riding among ultrapeers (10-12%) is somewhat lower than that in leaf peers (14.5-16%). However, since leaf peers constitute a larger portion of the total population (86-90%), their behavior has a bigger impact on system performance. Furthermore long-lived peers have a slightly higher ratio of free riders (especially among leaf peers) compared to short-lived peers in the same group. Third, the average number of shared files indicates that the user's sharing behavior does not strongly correlate with their uptime or peer type. Other captured snapshots exhibited similar trends in the ratio of free riding and mean number of shared files.
Degree of Resource Sharing Among Cooperative Peers:
We now turn our attention to cooperative peers and characterize their willingness to contribute their resources (i.e., both files and storage space). During our analysis, we noticed that the sharing lists of many peers contain duplicate files. This occurs because most Gnutella clients simply put various folders with potentially duplicate content under the sharing folder. We have excluded all the duplicate files from captured sharing lists (which account for around 10 million files or roughly 9% of all captured files) in all the reported analysis in this paper. Figure 2 plots the distribution of the number of peers that are willing to share x files in three candidate snapshots. This distribution is very similar across all three snapshots and largely conforms to a power-law, though somewhat lower for peers sharing few files. To illustrate a different angle of resource sharing, Figures 3(a) and 3(b) depict the distribution of contributed disk space (in megabytes) among cooperative peers in two candidate snapshots. This distribution is also very similar across both snapshots and appears to follow a power law distribution. This indicates that most of the participating peers contribute little disk space (< 100 MB) while a small number of peers contribute a very large storage space (50-100 GB).
Saroiu et al. [9] reported a strong correlation between the number of shared files and the volume of shared data across Gnutella peers in 2002. Figure 3(c) shows this correlation as a scatter-plot across all cooperative peers in one snapshot (June 13th, 2005) . Each point in this figure represents the number of shared files versus the shared disk space for each cooperative peer. This correlation is not as strong as that reported by Saroiu et al. three years ago. More specifically, peers sharing 1 to 1000 files in our snapshots exhibit two orders of magnitude wider variation in their contributed shared space compared with Gnutella peers three years ago. In a nutshell, current Gnutella users are using significantly more disk space but sharing a similar number of files, likely due to the rise in the popularity of very large video files. There is a discernable line with the slope around 3.7MB/file in Figure 3 (c) which is the typical size of a MP3 audio file.
File Popularity Distribution: The distribution of popularity for individual files throughout the system is an important property that shows the degree of similarity and thus availability of individual files among participating peers. Chu et al. [8] showed that the file popularity follows a log-quadratic distribution, which can be viewed as a second-order Zipf distribution, among Gnutella peers in 2001. Furthermore, Fessant et al. [6] recently reported a Zipf distribution for the file popularity in eDonkey. However, none of these studies have captured a large number of peers. Figure 4 shows the distribution of file popularity as a function of its rank (in log-log scale) from a random subset of cooperative peers (as we described in Section 3). in Gnutella across three candidate snapshots. In total, each snapshot contains more than 800 terabytes worth of content in more than 100 million unique files based on information from 0.4 million peers, constituting 18.5% of identified peers. If we assume that unreachable peers have similar profiles, the volume T  T  T  T  T  T   T  T  T  T  T  T  T  T   T   T  T  T  T  T  T  T  T   T   T  T  T  T  T  T  T of available content in the Gnutella network is around 4,400 terabytes. Figure 4 illustrates two points: (i) file popularity mostly follows a Zipf distribution, and (ii) the distribution of file popularity has remained very stable across the four month measurement period. The Zipf distribution of file popularity implies that a small number of files are extremely popular while only a few copies are available for many other files among participating peers. Examination of other snapshots revealed that file popularity exhibits the same distribution across different snapshots.
File Type Analysis:
We have also examined the distribution of available files among Gnutella peers across different types of video and audio formats. This basically illustrates what types of content are available in the system and thus exchanged among peers. Chu et al. [8] conducted similar analysis for Gnutella peers in 2001 and reported that audio files constitute 67.2% of files and 79.2% of bytes. However, video files were significantly less popular and only contributed 2.1% of files and 19.1% of bytes.
Using our snapshots, we analyze the various types of audio and video files based on file extensions. Table 3 (a) and 3(b) list the top ten most popular file types (in terms of number of files), along with their popularity and their contribution in the available content across cooperative Gnutella peers in two snapshots that are four months apart. The distribution of file types in these two snapshots seems fairly consistent with respect to both files and bytes. Note that except for mp3 and jpg files, the percentage of other file types are rather small and very close. Therefore, their ranking could easily change across different snapshots due to the variations in the identity of participating peers. Table 3 (a) and 3(b) show that mp3 audio files are significantly more popular than any other file type and occupy more than one third of all disk space in the system. Table 3 (c) shows the range of popularity for the most popular audio and video file types across nine consecutive snapshots in June of 2005. Although non-media files (i.e., jpg, gif, htm, exe, txt) are among the top ten most popular types, audio and video files (e.g., mp3, mpg, avi) collectively occupy more than 93% of bytes and make up more than 73% of all files in the system. This table also reveals that mpg files are significantly larger than other file types in the system. The subtotal rows in this table clearly demonstrate that audio files account for 67% of files and 40% of bytes whereas video files constitute around 6% of files but 52.5% of bytes among Gnutella peers (i.e., most files are audio files, but most bytes are in video files Table 3 . Distribution of major audio and video file types more popular and occupy almost three times more space in the system. This table also reveals that avi files contribute a significant portion of bytes (around 25%) while they constitute less than 1% of available files.
TOPOLOGICAL ANALYSIS
In this section, we investigate whether copies of a given file are located at close-by peers (i.e., topologically clustered) or at randomly scattered peers throughout the overlay. Understanding this issue would be useful in both the design and evaluations of search techniques in file-sharing applications. There are two factors that affect the location of available copies of individual files throughout the overlay: (i) scoped search, and (ii) churn. To accommodate scalability, each searching peer often examines available content among nearby To accommodate scalability, each searching peer often examines available files among nearby peers (i.e., conducts scoped search). This suggests that a single copy of a file gradually diffuses outward from the original location to other nearby peers and some type of clustering might exist. However, due to the dynamics of peer participation (or churn), the location of a peer in the overlay changes over time and could prevent such clustering. The key question is which one of these two factors has the dominating effect. To answer this question, we generate an annotated snapshot of the overlay topology where each peer is annotated with its available files. Then, we explore topological clustering from the following two perspectives:
Per-File Perspective: We conduct trace-driven simulation of flood-based querying over our annotated overlay topology. Figure 5 (a) depicts the CDF of the minimum number of query messages to find five copies of a target file from 100 randomly selected peers in the overlay. Each line in this figure corresponds to a target file with different popularity from our static analysis. The abrupt steps in the lines indicates one-hop increases in the scope of the search. Note that each CDF has at most two steps. This implies that most of the 100 randomly selected peers find all 5 copies among other peers that are either n or n + 1 hops away where n inversely depends on the log of the target file's popularity. Clearly, more search messages are required for less popular files. If significant topological clustering exists, a few searches will complete using very few messages (i.e., fewer hops) while most searches will require a much larger number of messages (i.e., many more hops). However, the pattern of increase in the number of search messages for less popular files in Figure 5 (a) indicates that files are randomly distributed.
To verify this conclusion, we randomized the placement of available files, guaranteeing that no topological clustering exists in the overlay. (c) Similarity degree distribution for peers one-hop, two-hops, and three-hops away Figure 5 . Distribution of file popularity from a random subset of peers in each snapshot 5(a) supports our conclusion that no significant topological clustering exists in the locations of a given file throughout the overlay. It is worth noting that our annotated overlay topology is incomplete due to the unreachable peers behind firewalls and departed peers. This implies that the number of messages are likely to be smaller in practice. However, the unreachable peers should not significantly affect topological clustering. More specifically, if a file is available only in a certain region of the overlay, the clustering property is preserved even if information is absent for some fraction of the peers in that region.
Per-Peer Perspective: We examine the similarity degree between available content at a random peer and all its onehop, two-hop, and three-hop neighbors The similarity degree between two peers is defined as the number of common files divided by the smaller size of the sharing lists for the two peers. Figure 5 (c) shows a separate CDF for the average similarity degrees of 100 randomly selected peers with their one-hop, two-hop and three-hop neighbors. If topological clustering were present, the similarity degree would decrease as the distance between comparing peers increases. However, since the distributions are nearly identical, Figure 5 (c) clearly illustrates that there is no correlation between the similarity degree and distance between two peers.
These results suggest that churn is the dominant factor in determining the distribution of files throughout the overlay. In our prior work, we observed that more than half of the Gnutella peers in a given snapshot will depart within 5 hours [16] . Any time a peer joins the overlay, it attaches itself as a leaf peer at several random ultrapeers. Furthermore, qualified leaf peers may become ultrapeers in order to maintain a proper ultrapeer-to-leaf ratio. Hence, the rapid changes in the overlay topology prevents formation of such topological clustering. This finding is important for two reasons: (i) Measurement studies may sample the list of files from random peers in any part of the overlay topology, and do not need to capture the entire network.
(ii) Simulation studies may randomly distribute available files among participating peers regardless of location. However, the number of files per peer should follow a Zipf distribution while the number of copies for each file should follow a power law as we showed in Section 4. While previous studies have frequently assumed these properties, to our knowledge, they had not previously been empirically verified.
DYNAMIC ANALYSIS
In this section, we turn our attention to the dynamic properties of available files in Gnutella. More specifically, we investigate how various properties of available files change over time. Prior studies examined changes in the popularity of queries and exchanged files in P2P file-sharing systems (e.g., [5, 17] ). However, to our knowledge, no study has previously explored the dynamic characteristics of stored files in P2P systems. For these analysis, we leverage our three sets of daily snapshots that were captured once every two months. This dataset allows us to explore dynamic properties over short timescales (i.e., hours and days) as well as long timescales (i.e., months). We explore the following three aspects of the dynamic properties of shared files: (i) variations in shared files by individual peers, (ii) variations in popularity of individual files, and (iii) predictability of future popularity.
Variations in Shared Files by Individual Peers:
Our goal is to determine how rapidly the available files at individual peers change with time. These dynamics show whether past information about the available files at individual peers can be reliably used in future searches. There are two types of change that can occur to the list of shared files at each peer. First, the user may add new files, either by downloading them from other peers or by manually adding them to the shared folder. Second, the user may remove files, by moving (or deleting) those files from the sharing folder. We note that dynamic IP addresses may introduce error into our results when a peer departs from the system and another peer joins the system with the same IP address. However, our prior study on churn revealed that such events are not common [16] . We define the total number of added and deleted files at a single peer as the degree of change to quantify both types of changes in shared files at each peer. Figure 6 (a) depicts the CDF of the degree of change for 3000 randomly selected peers over four different timescales: 2 hours, 6 hours, 1 day and one week. This figure reveals that 36% of monitored peers do not change their sharing lists over a one week interval. However, that number increases to 69%, 80% and 90% over one day, 6 hour and 2 hour intervals, respectively. On the other hand, 90% of peers change less than 10 files over a 6 hour period, less than 25 files over a one day period, and less than 80 files over a week. Given the average number of shared files by each peer (which is around 350 from Table 2 ), this result indicates that the variations of shared files by individual peers is rather small especially over several days. While this finding is rather intuitive and expected, Figure 6 (a) allows us to quantify the distribution of the degree of change across different timescales. Finally, this result implies that caching information about the available files at other peers (especially over the timescale of few days) can be a highly effective bandwidth-saving strategy in peer-to-peer systems.
Variations in Popularity of Individual Files: We focus on the effect of changes in shared files at each peer on the popularity of individual files across the system. Understanding the dynamics of file popularity can be used to determine how often the popularity of available files should be sampled. To eliminate the effects of a varying peer population across different snapshots, we define the popularity of a file as the fraction of successfully contacted peers with the file. Given the random distribution of files among peers, the popularity can be interpreted as the probability of having that file at a random peer. We define the change in popularity of a given file over interval τ as the difference between it's popularity at the beginning and the end of such an interval. Figure 6 (b) depicts the change in popularity of 50,000 files over a one day interval as a function of their popularity rank as a scattered-dot plot where each dot corresponds to a particular file. The population of the highest and lowest ranked files in this figure are roughly 28,000 and 130, respectively. This figure clearly demonstrates the effect of file popularity on the variations of its popularity over a one-day period. This figure shows that the most popular files (top 15,000) exhibit significantly larger variations (increase or decrease) in their popularity compared to the rest of the files. Note that the changes in popularity for most of the files are within 0.0002. While the variations in file popularity rapidly drop with file rank among the top 15,000 files, it becomes relatively stable across the least popular files and remains below 0.0001. In summary, a group of the most popular files experience wider variations in their popularity than unpopular files.
To study popularity dynamics in further detail, we focus on the top-100 and top-1000 most popular files and examine the popularity variations over different timescales. Trends in Popularity Variations: The final question that we try to answer is whether variations in file popularity over time follow a certain trend. More specifically, can one predict the popularity of a given file in the near future based on the observed trend in popularity during the recent past? If such a correlation in popularity variations exists, then it can be leveraged to estimate the popularity of desired files and incorporate that information into sharing or search mechanisms.
Intuitively, the popularity of a new file should increase with some average rate until it reaches its peak popularity, and then gradually decrease. However, the rate and pattern of change in popularity, the range of maximum popularity and the time that a file remains at its peak could significantly vary across different files. To study the trends in the popularity changes of individual files, we tracked the popularity of the top-10 files across several days. Figures 8(a) and 8(b) show the variations in popularity of the top-10 files on 06/08/2005 and 10/11/2005 over the several proceeding days § . While the pattern of changes are different across these two figures, they both show that the popularity of the top-10 files remains relative stable across a few days. The noise-like variations in file popularity can be attributed to changes in the identity of participating peers during our measurement on different days.
We also investigated long-term trends in popularity changes over several months. Figure 8 (c) illustrates that observed changes in popularity of the top-10 files are more pronounced over an interval of a few months. Furthermore, it shows that the popularity of some of these files (namely ranks 1, 4 and 8) are initially increasing and then decreasing whereas the popularity of other files is consistently decreasing over several months. In summary, while our results suggest that the popularity of the top-10 files remains relatively stable over several days, they exhibit more visible changes over several months. Unfortunately, we do not have sufficient data to identify more specific trends in popularity with sufficient confidence. This remains as a future work item for us to explore.
Looking at popularity from a different angle, we examine how the identity of the top-N files changes on a daily basis. Figure 7(c) shows the percentage of the top-N files on day x − 1 (starting at 06/08/2005) that remain in the top-N files on day x (i.e., daily drift in the top-N list) for four values of N . Note that the y-axis begins at 89%, indicating that the top-N list is highly stable from one day to the next. The top-10 list appears to undergo more dramatic shifts (i.e., 10%). This is mainly due to two reasons: (i) the small number of files in the top-10 (one change in the list results in 10% variations) coupled with (ii) the noisy variations in popularity of individual files that can easily change a couple of files at the bottom of the top-10 list. The main conclusion from this figure is that the identity of the top-N list remains highly stable across consecutive days for different values of N .
RELATED WORK
Several measurement studies have examined different properties of P2P file-sharing networks including: (i) dynamics of peer participations (i.e., churn) [16, 18] , (ii) overlay topology structure [3, 4, 19, 20] , (iii) query traffic [5] , (iv) data traffic [17, 21, 22] , and (v) shared files [6, 7] . We are aware of only two other studies that focus on the characteristics of shared files by users. First, Fessant et al. [6] examined characteristics of available files, using data collected from 12,000 eDonkey clients over a three day period in 2003. They showed that the popularity of files stored in file-sharing systems is heavily skewed, following a Zipf distribution. When two peers have 10 files in common, there's an 80% chance they have at least one more file in common. The probability is close to 100% if they have at least 50 files in common. Second, Liang et al. [7] recently analyzed the nature and magnitude of deliberately corrupted files ("pollution") in Kazaa. To combat P2P sharing of copyrighted content, some companies intentionally inject decoy files, which have the same file name as a popular song. They developed a multi-threaded crawler that queries all 30,000 Kazaa super-nodes for seven popular songs over the course of one hour. They showed that the popularity of different versions of a song also follows a Zipf distribution. For most of the seven popular songs, over 50% of the copies are polluted.
A few other studies have examined the files shared by users as part of broader measurement studies on peer-to-peer systems. In 2001, Chu et al. [8] studied peer churn and the distribution of file popularity. They found that file popularity follows a log-quadratic distribution (which can be thought of as a second-order Zipf distribution). Saroiu et al. [9] examined many characteristics of peers in Napster and Gnutella, such as their bottleneck bandwidth, latency, uptime, and number of shared files in 2001. They found that the number of shared files was heavily skewed.
Our study differs from the few previous studies on the shared files in P2P systems at least in two ways. First, we used recent and accurate snapshots of the Gnutella network with a significantly larger population of peers (i.e., more than a million concurrent peers). Second, we presented two properties of the shared files that have not previously been studied: (i) the correlation between shared files among peers and the overlay topology structure, and (ii) the variations in popularity of shared files across participating peers over time.
Another group of studies passively captured P2P traffic at a router to characterize exchanged files among peers. Gummadi et al. [21] analyzed a 200-day trace of Kazaa traffic collected at the University of Washington, demonstrating that file transfers in Kazaa do not follow a Zipf distribution and argued that this difference is due to the "fetch-at-most-once" nature of downloads in file-sharing applications. Another analysis of Kazaa traffic was conducted by Leibowitz et al. [17] at a large Israeli ISP. They examined the changing popularity of exchanged files among peers and showed that the data-sharing graph exhibits small-world properties. Note that the pattern of exchanged files among peers affects the characteristics of shared files throughout the system, but is subject to shorter-term trends. In contrast, the shared files by a peer may be the result of transfers over the course of months or years, followed by a gradual pruning of unwanted files. In summary, these studies on exchanged files are closely related and complement our work.
CONCLUSION
This paper presented a measurement-based characterization of available files in the Gnutella file sharing application. We discussed the challenges in capturing an accurate snapshot of available files in P2P file-sharing applications, and then developed a new measurement methodology to achieve this goal. We used our parallel crawl to obtain fairly accurate snapshots of available files across peers in the Gnutella network along with the connectivity among peers. Using these snapshots, we conducted three types of analysis and provided a better understanding of the distribution, correlation and dynamics of available files throughout the system. We plan to continue this work in the following directions: We are currently collecting many more snapshots to repeat our analysis, gain more confidence in our findings, and investigate possible trends over longer timescales. Furthermore, we plan to develop and empirically evaluate various sampling techniques for monitoring different properties of available files without crawling the entire system.
